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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY  (CCRA)  

SERTIT,  the Norwegian  Cert i f icat ion  Au thor i ty  fo r  IT  Secur i ty ,  is  a  member of  the  above 

Arrangement  and as  such th is  conf i rms that  the Common Cr i te r ia  cer t i f icate has been 

issued by or  under the author i ty  o f  a  Par ty  to  th is  Arrangement  and is  the Party ’s  c la im 

that  the cer t i f icate has been issued in  accordance wi th  the  terms of  th is  Arrangement  

The judgements  conta ined in  the cer t i f icate  and Cert i f icat ion  Report  are  those of  SERTIT 

which issued i t  and the evaluat ion fac i l i ty  (EVIT)  which car r ied ou t  the evaluat ion.  There  

is  no impl icat ion of  acceptance by other  Members of  the Agreement  Group of  l iab i l i ty  in 

respect  o f  those judgements  or  for  loss susta ined as a resul t  o f  re l iance p laced upon 

those judgements  by a th i rd  par ty .  

  

The recogni t ion  under  CCRA is  l imi ted  to  c PP re la ted assurance packages or  components  

up to  EAL 2 wi th  ALC_FLR CC part  3  components .   

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 

EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian  Cert i f icat ion  Au thor i ty  fo r  IT  Secur i ty ,  is  a  member of  the  above 

Agreement  and  as such th is  conf i rms that  the  Common Cr i ter ia  cer t i f icate  has been issued 

by or  under the author i t y  o f  a  Party  to  th is  Agreement  and is  the Party ’ s  c la im that  the 

cer t i f icate has been issued in  accordance w i th  the terms of  th is  Agreement  

The judgements  conta ined in  the cer t i f icate  and Cert i f icat ion  Report  are  those of  SERTIT 

which issued i t  and the evaluat ion fac i l i ty  (EVIT)  which car r ied ou t  the evaluat ion.  There  

is  no impl icat ion of  acceptance by other  Mem bers of  the Agreement  Group of  l iab i l i ty  in 

respect  o f  those judgements  or  for  loss susta ined as a resul t  o f  re l iance p laced upon 

those judgements  by a th i rd  par ty .  

Mutual  recogni t ion under SOGIS MRA appl ies  to  components  up to  EAL 4.   
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Certification Statement 

TactiGuard VSI (Voice Stream Interceptor) allows secure voice 

communication between dif ferent security levels .  

TactiGuard VSI, Stock Number: 111500 and 111501, Version 3  has been 

evaluated under the terms of the Norwegian Cert if icat ion Authority for IT 

Secur ity [10] and has met the Common Criteria Part 3  (ISO/IEC 15408) [3] 

conformant components of Evaluat ion Assurance Level (EAL) 5 augmented 

with ALC_FLR.3 for the specif ied Common Criter ia Part 2  (ISO/IEC 15408) 

[2] conformant funct ionality in the specif ied environment  when running on the 

platforms specif ied in Annex A.  

The evaluation addressed the secur ity functionality c laimed in the ST Lite 

[12]  with reference to the assumed operating environment specif ied by the 

ST Lite [12]. The evaluated configurat ion was that specif ied in Chapter s 1, 2 

and Annex A. Prospective consumers are advised to check that this matches 

their ident if ied requirements and give due considerat ion to the 

recommendat ions and caveats of this report.  

Cert if icat ion does not guarantee that the IT product is free from security 

vulnerabi l i t ies. This Cert if icat ion Report and the belonging Cert if icate only 

ref lect the view of  SERTIT at the t ime of cert if icat ion. I t  is furthermore the 

responsibi l i ty of users (both exist ing and prospect ive) to check whether any 

secur ity vulnerabi l i t ies have been discovered since the date shown in this 

report.  This Cert if icat ion Report is not an endorsement of the IT product by 

SERTIT or any other organizat ion that recognizes or gives effect to this 

Cert if icat ion Report,  and no warranty of the IT product by SERTIT or any 

other organization that recognizes or gives effect to this Cert if icat ion Repo rt 

is either expressed or impl ied.  

 

Cert if ier  Øystein Hole, SERTIT 

Date approved 06 February 2026 

Expiry date 06 February 2031 
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1 Executive Summary 

Prospective consumers are advised to read this report in conjunction with the 

ST Lite [12] which specif ies the funct ional,  environmental and assurance 

evaluat ion components. 

The version of the product evaluated was TactiGuard VSI Version 3 with 

Stock Numbers 111500 and 111501 for TPM version 1.2 and 2.0 respect ively .  

This product is  also descr ibed in this report as the Target of Evaluat ion 

(TOE). The developer was Saab Danmark A/S. 

The main purpose of  the TOE is to al low users to communicate through voice 

from a secure network to other networks at lower secur ity levels. I t  is 

possible to have several dif ferent networks communicating using the same 

system. 

No Protect ion Prof i les are claimed.  

Regarding the usage and the operational environment of the TOE, four 

assumpt ions are made in the ST Publ ic [12]. In order to counter f ive threats 

as descr ibed in the ST Publ ic  [12], the TOE rel ies on the assumptions made. 

Details can be found in Chapter 3 Assumptions and Clarif icat ion of Scope . 

The evaluation was performed by the ITSEF Nemko System Sikkerhet AS. 

The evaluation was performed in accordance with the requirements of the 

Norwegian Cert if icat ion Scheme for IT Security as descr ibed in the document 

SD001E [10], as wel l  as the Common Criteria (CC) Part 3 [3] and the 

Common Methodology for Information Technology Security Evaluation  (CEM) 

[6].  

The evaluation was performed at the assurance level EAL 5 augmented with 

ALC_FLR.3.  

Nemko System Sikkerhet AS is an author ised ITSEF under the Norwegian 

Cert if icat ion Author ity for IT Secur ity (SERTIT). Nemko System Sikkerhet AS 

is an accredited ITSEF according to the standard ISO/IEC 17025 for Common 

Criter ia evaluat ion. The sponsor for this evaluat io n was Saab Danmark A/S. 

The evaluation act iv i t ies were monitored by the cert if icat ion body. The 

secur ity claims stated in the ST [11] was confirmed dur ing the evaluation for 

the selected assurance level.  

The basis for producing this Cert if icat ion Report is the ST Lite [12] and the 

ETR [13]. 



  

TactiGuard VSI EAL 5 augmented with ALC_FLR.3  

 

 

SERTIT-129 CR Issue 1.0 

06 February 2026 

Page 7 of 24 

 

2 TOE overview and Security Policy 

Two security domains  

TOE is normally used in a system solut ion with two security domains as 

shown in Figure 1 but can also be used for mult iple (more  than 2) number of 

secur ity domains as shown in  Figure 3.  

 

TOE makes sure that the Secure End Terminal can release voice streams, 

which only contains BLACK informat ion (shown as dotted black l ine) and can 

be transported without loss of integr ity (shown as dashed red l ine between 

Zs) over the classif ied network. The integrity check makes sure that no 

classif ied informat ion in the classif ied network can be mixed with the BLACK 

(unclassif ied) voice stream. The user can make the select ion between 

sending BLACK or RED information and gets an acknowledgement of the 

select ion by a repeat ing non-secure warning tone while BLACK select ion is 

made and the user is talking.  

Figure 1 Voice System deployment with two security domains. 

The shown communicat ion l ines  a re  b i -d i rec t i ona l  
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TOE is providing a security mechanism, which together with Virtual Pr ivate 

Network(s) (VPN(s)) is providing a secure release mechanism. In this way 

the Secure Voice System can interact with unclassif ied voice BLACK End 

Terminals or Radio (shown as example for Radio 2) outside the secure area. 

The unclassif ied network is not connected to the Internet.  

For completeness the encrypt ion of RED informat ion has also been shown, 

where the Government Furnished Equipment (GFE) encrypt ion is performed 

before it  is transmitted via the radio (shown as example for Radio 1) and 

decrypted when receiving from the Radio into the RED Network.  

The system solut ion is based on a “defence in depth” security strategy, 

where a number of security layers are appl ied. Each of the security layers 

are shown in Figure 2 both for incoming and outgoing data traff ic.  

TOE is control l ing the suppression of RED incoming voice stream, such that 

while sending non-classif ied voice the possible pickup and cross talk of 

classif ied voice via the speaker to the microphone can be el iminated. The 

RED talk ing user (shown as ‘Other local user’ in Figure 1) wi l l  not be aware 

of the suppression.  

Deployment 

The following example deployment i l lustrates how the TOE can be used (see 

Figure 2), where the defence in depth approach also has been included.  

 

Figure 2 Example deployment of TOE in a secure voice system. TOE is located in the Secure End Terminal. 
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The following layers apply for incoming f low:  

1. Only allowed protocol type can be sent from Unclassif ied Network to 
VPN. 

2. Integrity of BLACK information is intact,  because RED n etwork 
equipment cannot modify data inside the inverse VPN tunnel.  

3. Sanitat ion of incoming voice stream and setup is performed, such that 
defined protocol information is received.  

The following layers apply for outgoing f low:  

1. TOE performs separation between RED and BLACK information, such 
that only BLACK information is released to the inverse VPN tunnel.  

2. VPN is prevent ing RED information from the Classif ied Network to mix 
with the Inverse Tunnel.  

3. The Firewall is only al lowing information fr om the VPN to be 
transmitted, such that no information from the classif ied network can 
be transmitted into the Unclassif ied Network.  

4. Only allowed protocol type can be sent from VPN to Unclassif ied 
Network.  

Figure 2 also shows that the communicat ion l ine in  Figure 1 actual ly is 

defined by the fol lowing:  

•  Voice Stream – the stream of IP packages containing voice 
informat ion. The Real-t ime Transport Protocol (RTP) is used for the 
transportat ion of Voice Stream and Real -Time Transport Control 
Protocol (RTCP) for  metadata transportat ion.  

•  Stream Setup – the communication required to setup the Voice Stream 
communication. The Session Init iat ion Protocol (SIP) and Internet 
Group Management Protocol  (IGMP) are used for the Stream Setup.  

The reason for div iding the communicat ion is based on the required real t ime 

communication of Voice Stream.  

The Stream Setup may require a so-cal led SIP Registrar such that end points 

can send Voice Stream according to the setup. Sanit izat ion of Stream Setup 

is performed before being send to VPN inverse tunnel, which prevents it  from 

being misused.  

TOE stores audits in the under ly ing IT environment, where self - test,  failures 

and success are stored for later retr ieval.  
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Multiple security domains 

Support for addit ional c lassif icat ion levels (as example NATO classif ied 

informat ion) is shown in Figure 3. This is performed in a similar way as 

BLACK informat ion release. In the example, the addit io nal domain is shown 

as BLUE information, which is transported without loss of integrity (shown as 

dashed red l ine between Zs) over the nat ional classif ied network. The 

integr ity check makes sure that no RED information in the nat ional c lassif ied 

network can be mixed with the BLUE voice stream.  

The user can make the select ion between sending BLACK, BLUE or RED 

informat ion. The user gets an acknowledgement of the select ion by repeating 

non-secure warning tone respectively for BLUE or BLACK while BLUE or 

BLACK select ion is made and the user is talking.  

Figure 3 Voice System deployment with more than two security domains. 
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TOE is control l ing the suppression of BLUE or RED incoming voice stream, 

such that whi le sending non-classif ied BLACK voice the possible pickup and 

cross talk of classif ied BLUE or RED voice via the speaker to t he microphone 

can be el iminated. TOE does also support the suppression of RED voice 

stream, such that while sending BLUE voice the possible pickup and cross 

talk of c lassif ied RED voice to BLUE voice release can be el iminated.  

2.1 Main security features:  

TOE has been designed in such a way that it  can be integrated into an 

overall system solut ion, where exist ing standard trusted products are used.  

TOE makes it  possible to provide the following important capabi l it ies:  

1. Secure Conferencing – mult iple users can share a conference at the 
same classif icat ion level.  

2. Release of classif ied and unclassif ied voice to another enclave with 
the correct classif icat ion level.  

TOE located in RED domain provides the fol lowing security features, to 

support the above capabil it ies:  

•  TOE is a secure separation mechanism for voice streams, such that:  

o  Transmission of BLACK streams to a VPN does not contain any 
RED or BLUE stream information.  

o  Transmission of BLUE streams to VPN does not contain any RED 
stream informat ion.  

o  The user can l isten to BLACK, BLUE and RED streams at the 
same t ime.  

•  TOE can minimise Cross talk of c lassif ied voice by suppression of 
incoming RED voice stream to the speaker whi le sending BLUE voice.  

•  TOE can minimise Cross talk of c lassif ied voice by suppression of 
incoming RED and BLUE voice stream to the speaker whi le sending 
BLACK voice.  

Cross talk minimization is a feature, which can be enabled or disabled by a 

TOE conf igurat ion.  

TOE located in BLUE domain provides the same security capabil it ies without 

the use of  RED streams. 
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3 Assumptions and Clarification of Scope 

3.1 Assumptions 

The following four assumptions made regarding the usage and the 

operat ional environmental environment of the TOE are :  

▪  SECURE_IP  

▪  SECURE_LOCATION  

▪  SECURE_OS 

▪  TRUSTED_VPN 

For details on these assumpt ions, the reader is advised to look at chapter 4.3 

in the ST Lite [12].  

3.2 Threats Countered 

The threats and threat agents met by the TOE a re diverse and depend on 

where the TOE is deployed. The fol lowing four threats are countered by the 

TOE: 

▪  TERMINAL_INTEGRITY 

▪  WRONG_LABEL 

▪  CORRUPT_STREAM 

▪  CORRUPT_FORMAT 

For details on these threats, the reader is advised to look at chapter  4.1.3 in 

the ST Lite [12]. The reader should also have a look at the descript ion of the 

threat agents in chapter 4.1.2 in the ST Lite [12].  

3.3 Threats Countered by the TOE environment  

The threat T.NETWORK_INTEGRITY is countered by the environment . The 

f irst three threats in chapter 3.2 are also part ial ly countered by the 

environment.  

3.4 Organisational Security Policies  

During the evaluat ion of the TOE the following four Organisat ional Secur ity 

Pol ic ies have been considered:  

▪ CIS_DEFINITION_POLICY 

▪ CIS_PERSONNEL_POLICY 

▪ VOICE_PROCEDURES_POLICY 

▪ LABELLING_POLICY 

Al l of the pol ic ies are compliant with applicable parts of Norwegian security 

pol icy [16] and NATO security pol icy  [17]. The TOE Organizational Secur ity 

Pol ic ies are detai led in Chapter 4.2 of the ST Lite [12].  
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4 Vulnerability Analysis and Testing 

4.1 Vulnerabil ity Analysis 

The evaluators’ vulnerabil i ty analysis was based on both publ ic domain 

sources and the vis ibi l i ty of the TOE given by the evaluat ion process.  The 

search for publ ic ly known vulnerabi l i t ies  was conducted on 27 October 2025.  

No exploitable vulnerabi l i t ies were found, but see chapter 7 in this report for 

recommendat ions for secure usage of the TOE.  

4.2 Developer’s Tests 

The evaluation showed that the Developer has  thoroughly tested the TOE 

Secur ity Functional ity Interfaces (TSFI)  and TSF modules of the TOE, and 

the test coverage evidence shows correspondence between the tests 

identif ied in the test documentation and the TSFIs descr ibed in the functional 

specif icat ion. The developer has tested al l the TSF subsystems, all the SFR-

enforcing modules, and al l the SFR-support ing modules against the TOE 

design and the secur ity architecture descript ion .  

4.3 Evaluators’ Tests 

The evaluators performed independent test ing of a subset of the TSF Is and 

the TSF modules and verif ied that the TOE behaves as specif ied in the 

design documentation. Conf idence in the developer's test results were 

gained by performing a sample of the developer's tests.  

The evaluators devised penetrat ion tests,  based on the independent search 

for potential vulnerabi l i t ies and the secur ity funct ions from the ST.  

Testing was conducted in the week of 24-28 November 2025. 



 

TactiGuard VSI EAL 5 augmented with ALC_FLR.3  

 

 

Page 14 of 24 SERTIT-129 CR Issue 1.0 

06 February 2026 

 

5 Evaluated Configuration 

The evaluated TOE, as descr ibed in chapter s 1, 2 and Annex A, is SW only. 

The TOE is del ivered as physical unit s with SW installed.  

Instal lat ion of the TOE must be performed completely in accordance with the 

guidance documents  [14], [15] provided by the developer . The TOE should be 

used in the operat ional environment as specif ied  in the ST Lite [12], as wel l 

as the guidance documents referenced in this chapter.   

5.1 Required non-TOE hardware/software/firmware  

TOE requires the fol lowing non-TOE software:  

•  Common Criteria approved Linux Operat ing System (ref lects the 
assumpt ion A.SECURE_OS ) .  

•  IPsec tunnel (ref lects the assumpt ion A.TRUSTED_VPN).  

TOE requires the fol lowing non-TOE hardware:  

•  Trusted Platform Module (TPM) either version 1.2 or version 2.0.  

However, the Common Criteria approved Linux Operating System might have 

indirect requirements.  
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6 Evaluation Results 

The evaluation addressed the requirements specif ied in the ST Lite [12]. The 

ITSEF reported the results of this work in the ETR [13] on the 21 January 

2026. 

The evaluators examined the following assurance classes and components 

taken from CC Part 3 [3].  These classes comprise the EAL 5 assurance 

package augmented with ALC_FLR.3.  

Assurance 

class 

Assurance components 

Development  ADV_ARC.1  Secur ity architecture descript ion  

ADV_FSP.5  Complete semi-formal funct ional 

specif icat ion with addit ional error 

informat ion 

ADV_IMP.1 Implementat ion representat ion of 

the TSF  

ADV_INT.2 Well-structured internals  

ADV_TDS.4  Semiformal modular design 

Guidance 

documents 

AGD_OPE.1  Operational user guidance  

AGD_PRE.1  Preparat ive procedures 

Life-cycle 

support  

ALC_CMC.4  Product ion support,  acceptance 

procedures and automation  

ALC_CMS.5  Development tools  CM coverage  

ALC_DEL.1  Delivery procedures  

ALC_DVS.1  Identif icat ion of security measures  

ALC_LCD.1  Developer def ined l ife -cycle model  

ALC_TAT.2 Compliance with implementat ion 

standards  

ALC_FLR.3 Systematic f law remediat ion  

Secur ity 

Target 

evaluat ion 

ASE_CCL.1  Conformance claims 

ASE_ECD.1  Extended components definit ion  

ASE_INT.1  ST introduct ion 

ASE_OBJ.2 Secur ity object ives  

ASE_REQ.2  Derived secur ity requirements  

ASE_SPD.1  Secur ity problem definit ion  

ASE_TSS.1  TOE summary specif icat ion  
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Tests ATE_COV.2 Analysis of coverage 

ATE_DPT.3  Testing: modular design 

ATE_FUN.1  Funct ional test ing 

ATE_IND.2  Independent test ing - sample 

Vulnerabi l i ty 

assessment 

AVA_VAN.4 Methodical vulnerabi l i ty analysis  

 

After due considerat ion of the ETR [13], produced by the Evaluators, and the 

conduct of the evaluation, as witnessed by the cert if icat ion team, SERTIT 

has determined that TactiGuard VSI meets the specif ied Common Criter ia 

Part 3 conformant components of Evaluat ion Assurance Level EAL 5 

augmented with ALC_FLR.3 for the specif ied Common Criteria Part 2 

conformant funct ionality in the specif ied environment, when running on 

platforms specif ied in Annex A.  
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7 Recommendations 

Prospective consumers of TactiGuard VSI should understand the specif ic 

scope of the cert if icat ion by reading this report in conjunct ion with the ST 

Lite [12]. The TOE should be used in accordance with a number of 

environmental considerat ions as specif ied in the ST Lite [12].  

The TOE should be instal led and operated in accordance with the support ing 

guidance documentation [14], [15] included in the evaluated configurat ion.  

One remark or possible improvement  was given by the evaluation team:  

Test (e) (“Running extreme load towards the TOE, such as excessive network 

traff ic or high CPU usage”) was performed using DoS attacks with hping3. 

This resulted in the network interface of TOE shutt ing down, and voice 

communication was not working.  
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8 Security Target 

The complete Securi ty Target  [11] used for the evaluat ion performed is 

sanit ised for the purpose of publishing. The Publ ic version (Security Target 

Lite [12]) is provided as a separate document. Sanit isat ion was performed 

according to the CCRA framework – ST sanit is ing for publicat ion  [7].  
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9 Glossary 

 

CC Common Criteria for Information Technology Security 

Evaluat ion (ISO/IEC 15408) 

CCRA Arrangement on the Recognit ion of Common Criter ia 

Cert if icates in the Field of Informat ion Technology Security  

CDS Cross Domain Solut ion  

CEM Common Methodology for Information Technology Security 

Evaluat ion 

EAL Evaluat ion Assurance Level  

ETR Evaluat ion Technical Report  

EVIT Evaluat ion Facil i ty under the Norwegian Cert if icat ion 

Scheme for IT Secur ity  

IGMP Internet Group Management Protocol  

ISO/IEC 15408 Information technology –- Security techniques –- Evaluat ion 

criteria for IT secur ity  

ITSEF IT Secur ity Evaluation Facil i ty under the Norwegian 

Cert if icat ion Scheme 

GFE Government Furnished Equipment  

PP Protect ion Profi le  

RTCP Real-Time Transport  Control Protocol  

RTP Real-t ime Transport Protocol  

SERTIT Norwegian Cert if icat ion Authority for IT Security  

SFR Secur ity Functional Requirement  

SIP Session Init iat ion Protocol  

SOGIS MRA SOGIS Mutual Recognit ion Agreement of  Information 

Technology Secur ity Evaluat ion Cert if icates  

SPM Secur ity Pol icy Model  

ST Secur ity Target  

TOE Target of Evaluation  

TSF TOE Security Funct ions  

TSFI TSF Interface 

TSP TOE Security Pol icy  

VPN Virtual Pr ivate Network 
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists of:  

TactiGuard VSI, Stock Number: 111500 and 111501, Version 3   

Refer to the manufacturer’s documentat ion for addit ional information.  

 

TOE Documentation 

The support ing guidance documents evaluated were:  

[a] Installation Guidance for TactiGuard VSI (SVP -141) ,  Revision 2  

[b] Operational  User Guidance for TactiGuard VSI  (SVP -188) ,  

Revision 2  
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TOE Configuration 

 The fol lowing two f igures give the conf igurat ions/testbeds used for sample 

and selected subset test ing of  TOE, according to [43] “Test Plan”.  

 

Testbed - Secur ity function sample test ing of TactiGuard VSI  

The test bed for functional tests consists of two Virtual Machines connected 

through an SSH tunnel as seen in the Figure below:  

 

Testbed - Module sample test ing of TactiGuard VSI  

The test bed for module test consists of a Virtual Machine as seen in the 

Figure below:  

 

Testbed - Selected subset test ing and penetrat ion test ing of TactiGuard VSI  

NOTE: This test setup, which was used back in 2016 regarding the test 

act iv it ies for the previous evaluation, is now used with the following changes:  

Figure 4 Test bed for functional tests 

Figure 5 Test bed for module tests. 
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•  The workstat ions stated in the f igure as TSS3000 are replaced with 

workstat ions named as UT4440 (UT - User Terminals).  

•  The Red End Terminal is replaced with a Secure End Terminal.  

 

The following f igure presents a conceptual setup used for selected subset 

test ing and penetrat ion test ing of TOE:  

 

 

Figure 6 Test bed for selected subset tests and penetration tests. 


